
Bank (Safe Account) Scams 

Also known as safe account scams, scammers steal your money by getting you to move 
it to another bank account that they control.


They do this by calling people out of the blue and pretending to be from trustworthy 
organisations like your building society or bank, the police, or even the Financial Conduct 
Authority. They claim your money is at risk – your account has been compromised or 
there’s been a security breach – and that you need to urgently move it to an account 
they’ve set up for you for safe keeping.


Since it is you who moves any money it can be difficult or even impossible to recover.


Protecting yourself from these scams is simple:


Remember that no bank, building society, police force or other legitimate 
organisation will ever ask you to move money

If you want to engage with the caller, start by asking why your money is at risk? If a 
bank really had a concern to would simply freeze your account(s) (better still just 
hang up)

If you are really worried, call your bank using the number printed on the back of 
your card


Please also read the paper on Courier Fraud


For more Police advice on Bank and Safe Account Scams, tap here. 
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https://www.scotland.police.uk/what-s-happening/campaigns/2020/take-five/personal/impersonation-scam/

